Confessions of
an ldentity Thief:
Jim Stickley
Robs Banks for a
Living

This article was referenced from PR Newswire.

It's not every day that a bank robber
volunteers to share the secrets to his craft,
but Jim Stickley is no ordinary bank robber.
With over 100 successful heists to his credit,
he's arguably one of the most successful
bank robbers of all time. But unlike
traditional bank robbers, he's not after the
cash in the till. He's after something more
valuable -- identity. He steals personally
identifiable information such as names,
addresses, Social Security numbers, credit
card numbers and passwords. Most bank
robbers only get away with a few thousand
dollars. Stickley gets away with information
worth millions of dollars.

Luckily, Stickley isn't a criminal in the
common sense of the word; he's a social
engineer. Financial institutions hire
Stickley's company, TraceSecurity, a
security compliance software firm based in
Baton Rouge Louisiana, to perform
vulnerability audits of their banks. Stickley's
firm has been getting a lot of calls lately as
banks begin beefing up their information
privacy practices, motivated by the recent
spate of high-profile identity thefts as well
as by an increasing number of information
privacy and disclosure regulations.

Social engineering is a concept that has
been around the computer security industry
for many years. Social engineers, not all of
them law abiding citizens such as Stickley,
use guise and subterfuge to prey upon
weaknesses in human nature. Social
engineers recognize that most people have
similar desires, such as the desire to be
loved, appreciated or recognized; and
similar fears, such as the fear of getting in
trouble or the fear of looking stupid. Social
engineers prey on these human
weaknesses to gain the trust of their victims,
and then they trick their victims into
unknowingly becoming the coconspirators in

the social engineer's grand plan, which
usually involves stealing something.

"Most banks are surprisingly vulnerable to
identity theft," says Stickley. "They spend
millions of dollars a year on high tech
computer security defenses, but often fail to
address the simplest, most critical aspect of
information security: the human element. A
bank can have the strongest doors on their
vaults, but if they invite me in and allow me
wander their office, | can steal much more
than their money."

Stickley and his team
successfully complete
their heists 90% of the
time. The other 10% of the
time vigilant bank staffers
thwart their heist. It's not
at all unusual for a single
TraceSecurity social
engineering team to rob three or four bank
branches in a single day. And it's
surprisingly easy.

Stickley and his team start their social
engineering adventures by impersonating
someone of trust or authority, such as an air
conditioning technician, a pest exterminator
or a fire marshal. The team's planning for
their heists begins weeks in advance, often
by mailing a letter to a bank branch on
forged stationary, informing them of a
planned "inspection." By the time they show
up in their fake uniforms with fake badges
and fake identification cards, the front
receptionist often welcomes them with
coffee. Within minutes, they have free range
of the bank as they crawl under desks, steal
backup tapes, and install spyware on the
computers.

In the evening, the TraceSecurity team
returns to dumpster dive, an activity that
often yields a surprising amount of sensitive
customer account information. Once the
heist is completed, the TraceSecurity team
returns the stolen information to the bank's
executives who hired them, and provides
recommendations on how to prevent actual
criminals from perpetuating the same crime.
And if by some chance Stickley's team gets
caught, he always carries with him his "get
out of jail free" paperwork which confirms
the bank hired him, and provides the bank's



executives' cell phone numbers to confirm
Jim's story.

"The secret to an effective information
security strategy," says Stickley, "is to
balance security technology investments
with better employee training, and better
policy and procedure enforcement. We
address our clients' needs with our patent-
pending TraceSecurity Compliance Manager
software that automates vulnerability testing,
policy management and employee
education, and we back our software with a
full range of professional services such as
our social engineering audits. Our clients
recognize that they cannot view security
compliance as a one time static event.
Instead, they view it as an essential
business process that requires continuous
monitoring and improvement to ensure
compliance."

Stickley recommends that if banks adhere to
the following simple best practices, they can
reduce identity theft risk by up to 80%:

* Shred bins should be conveniently located
near all bank employees

» Confidential information and computers
should not be left unattended under any
circumstances

* Sensitive data, including computer backup
tapes, should be encrypted

* To prevent phishing, all emails should be
verified for authenticity

« All bank employees must be trained on
proper policies and procedures.

Shred Bins

Many banks use paper shredders, but
unless shredders are conveniently located
near all branch personnel, they don't get
used properly. Stickley has found that
unless the shred bins are within a few feet of
employees, many documents will simply find
their way into the trash bin, unshredded, and
ready to be discovered by Stickley's
dumpster diving team.

Prevent Identity Theft in Your
Organization.

-Eliminate the Lazy Toss!

The need for proper care, handling, and
disposal for sensitive information is growing
in demand. The PDC and Shredinator
creates ease of collection and continues to
secure sensitive documents right at the
workstation.

ALL Source’s collection of deskside
containers are specifically designed to fit
under a desk or counter to eliminate the lazy
toss, are locked to secure documents
immediately, are attractive and sleek in
design to fit a working environment, and are
easy to collect for shredding.

Make the deskside collection a part of your
collection advantage.

Yield more paper and reduce liability!

Introducing The PDC (Personal
Document Container)

...and the Shredinator.

Prevent Identity Theft Now!
Call ALL Source today.

(705) 726-6460
Toll Free 1-866-526-4579.



	Prevent Identity Theft in Your Organization.
	-Eliminate the Lazy Toss!
	The need for proper care, handling, and disposal for sensiti
	ALL Source’s collection of deskside containers are specifica
	Make the deskside collection a part of your collection advan
	Yield more paper and reduce liability!

